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An introduction to GPIO in RPi3B+ and NetBSD,
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Objective. Get NetBSD 10.0 running in your RPi3B+
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Quick NetBSD install procedure. |

Needed hardware: (1) RPi3B+ [*] (2) microSD class A1 64GB [*] (3) microSD reader/writer
[*] (4) USB keyboard (5) HDMI display (6) USB-microUSB cable to power the RPI3B+

Go to this web site for bootable ARM images https://nycdn.netbsd.org/pub/arm/

Get the OFFICIAL RELEASE NetBSD 10.0, GENERIC 32 BIT
You download the file named NetBSD-10-earmv7hf--generic.img.gz

Decompress the file
You get: NetBSD-10-earmv7hf--generic.img

Burn this last file, the *.img, on the microSD. This depends on the OS of your computer. I
will show the procedure on Linux/Debian.

DON'T BLINDLY COPY MY COMMAND HERE, RISK OF WRECKING YOUR COMPUTER , what
goes in of=/dev/xxx must be understood.

$> sudo dd if=NetBSD-10-earmv7hf--generic.img of=/dev/sdb
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https://www.amazon.it/gp/product/B0BNJPL4MW/ref=ppx_yo_dt_b_search_asin_title?ie=UTF8&psc=1
https://www.amazon.it/gp/product/B08GYBBBBH/ref=ppx_yo_dt_b_search_asin_title?ie=UTF8&psc=1
https://www.amazon.it/gp/product/B009D79VH4/ref=ppx_yo_dt_b_search_asin_title?ie=UTF8&psc=1
https://nycdn.netbsd.org/pub/arm/

(Quick install procedure.2

¢ Wait for the writing the micro-SD to complete, when done the computer may ask to mount it,
don't.

¢ Grab a RPi3B+, not powered and plug the micro-SD in it
* Plug a USB keyboard and a HDMI screen in the RPi3B+
* Give power to the RPi3B+ via the micro-USB port

¢ The first time the system boots it will grow the filesystem then reboot automatically, takes
about 5 mins.

* login as root, no password required

 If you did not connect an Ethernet cable you might want to disable ntpd
or it will print error messages and disrupt your typing.
#> /etc/rc.d/ntpd stop
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(Quick install procedure.3

* You are ready to work!

* Suggestions.
. configure Ethernet and work via ssh
. learn how to use the serial console
. learn how use packages, e.q. for
doas, emacs, ruby ...
. make a non root user and work with that
. get a 2.5 A power supply. Powering
from your PC USB can give problems
if you connect devices to the RPi. [*]

YOU DID IT
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https://www.raspberrypi.com/products/micro-usb-power-supply/
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Objective1. State the limits of our discussion
Objective2. What is a GPIO ? What can it do ?
Objective3. Beware of GPIO electrical properties

Objectived4. Identification: pin-number -- gpio-number
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Self imposed limits

* What we say here has been checked and tested only in RPi3B+ and only in NetBSD.10.0.

BE CAREFULL IN PARTICULAR ABOUT ELECTRICAL CHARATERISTICS SPECIFIC FOR RPI3B+
* No DeviceTree modification (DTS,DTB), we don’t change pin default functions
* Only Digital GPIO (GPIO, in general, can have other functions e.g. A/D converter)

* We work at securelevel 1, the default [1]

¢ =>To change a pin setting we must reboot

* =>We don't have access to /dev/mem

*  With this we could change pin values bypassing the kernel (fast)

* No transistors or IC (keep circuits as simple as possible)

¢ =>We are limited to 18mA in output

* =>no relays, no motors, no speaker; those would make a far more spectacular presentation.
* We program in user space, use only available drivers
* =>no new modules, no kernel hacks
* We program in sh and C

¢ => GPIO are controllable natively and easily via Lua [2] Dr.Nicola Mingotti - EuroBSDCon Sep.2024


https://wiki.netbsd.org/tutorials/kernel_secure_levels/
https://man.netbsd.org/NetBSD-10.0/gpio.3lua

GPIO, where and what

* GPIO: Generalized Pin Input Output

 Digital pin, meaning it has only two states, on and off.
* Qutput
* Set a pin tension to 0V or 3.3V

° e.g.turn on and off a lamp or any other electrical device

* Input

* Read a pin tension, state is ON if 1.8V - 3.3V, OFF if lower. ]
* e.g read a push button pressure, read a switch status *ATTENTION. applying
-more than 3.3V to an
.input GPIO pin might
* GPIOs, as input pins, have high impedance ‘burn your RPi3B+.

* Max reccomended out current from a gpio 18mA
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https://forums.raspberrypi.com/viewtopic.php?t=299757
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Reading Example.

pin number 11 is called
(by default) in the OS
GPIO17.

Note1. Some pins are
associated by default to
some functions, as
GPIO{2,3,14,..} don't use
them at the beginning.
Note2. We use here only
the pins framed in a

purple box.
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Objective-1. Configure a pin for input or output
Objective-2. Set a pin state (ON/OFF) with gpioctl
Objective-3. Read a pin state with gpioctl

Application-1. Turn an LED ON and OFF
Application-2. Read the state of a switch
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Eebietiie tistlemweailie Tiae dTaly

---- [etc/rc.conf ------m-mmmmmemeeeeee

# gpio must be configured at a proper securelevel , boot time is ok
# evaluates what is in /etc/gpio.conf

# try to read /etc/rc.d/gpio, see gpioctl(8)

gpio=YES

. gpio0 below refers to the device name /dev/gpio0 [see gpio(4)]
$> dmesg | grep gpio # check the name of the gpio device
gpio0 at bcmgpio0: 54 pins

----- /etc/gpio.conf ---------memeemme-

gpio0 17 setout  # gpio.17 will be an output pin

gpio0 17 0 # gpio.17 will be by default off (0)
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https://wiki.netbsd.org/tutorials/kernel_secure_levels/
https://man.netbsd.org/NetBSD-10.0/gpioctl.8
https://man.netbsd.org/NetBSD-10.0/gpio.4

Clap D e itk g A

. if you are working as root don't type doas in the following commands
. if you made a user let it toggle pins, my user hereis p

$> doas usermod -G _gpio p

# add p to group _gp

. reboot with with your new pin configuration

$> doas reboot

. check available pins
$> gpioctl gpio0 list
17: GPIO17

$> gpioctl gpio0 17 1
$> gpioctl gpio0 17 0
$> gpioctl gpio0 17 2

io

# check configured gpios
# gpio.17 is configured for use

# turn gpio.17 on
# turn gpio.17 off
# toggle gpio.17 state
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(*) the resistor is not really necessary in
this circuit because GPIO input pins
have high impedance.
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---- [etc/rc.conf —------mmemmme -

# . as before

gpio=YES

------- /etc/gpio.conf ----------m-mm---

gpio0 27 setin pd # gpio.17 will be a input pin, in pull-down.
# pd: equivalent to a ~50kQ resistor to ground in
# parallel with the pin. Set to OV the voltage
# of the pin when nothing is connected.
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. reboot with with your new configuration

. check available pins
$> gpioctl gpio0 list
27: GPIO27

$> gpioctl gpio0 27
pin 27: state 0

$> gpioctl gpio0 27
pin 27/: state 1

# check configured gpios
# gpio.27 is configured

# read gpio.27 state
# exit code ZERO

# read gpio.27 state
# exit code ZERO
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Objective-1. See how fast we can be with gpiotcl [~ 6.3 ms/op, 80Hz] 1
Objective-2. Turn a pin ON or OFF with ioctl (bit-banging)

Objective-3. Read a pin state with ioctl (polling)
Objective-4. See how fast can we be with ioctl [~ 3.1 us/op, 160 kHz]
Objective-5. Fast GPIO —» Square waves —» many applications

ECAVEAT. In this section we will be using our OS much like and Arduino, using as much CPU as we can. We

are not taking into account other processes are running. Numbers found are just indicative. Square waves

can be quite irregular.

[11 X ms/op: means X milliseconds per operation. An operation can be a GPIO state toggle or a GPIO read.
Dr.Nicola Mingotti - EuroBSDCon Sep.2024
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--- Test approximate maximum write time --- [conf. as circuit.1]

. Count the time it takes to toggle (2) an output pin state 1_000 times.
$> time foriin 'seq 1000; do gpioctl -q gpio0 17 2; done
6.09sreal 0.11suser 0.83s system

.=>(1_000/6.09) = 164.20 toggles/sec ~ 150 toggles/sec

. Bit banging from gpioctl can make up to ~ 80 Hz square wave
--- Test approximate max read frequency --- [conf. as circuit.2]

. Count the time it takes to read an input pin state 1_000 times.
$> time foriin 'seq 1000; do gpioctl -q gpio0 27; done
6.15sreal 0.09suser 0.91s system

. Polling maximum frequency, again, ~ 150 read/sec
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#include <stdio.h> // See $> man 4 dgpio

#include <fcntl.h> // This file is named "c-write-pin-state.c", compile it with:
#include <sys/ioctl.h> // $> gcc c-write-pin-state.c -0 c-write-pin-state

#include <sys/gpio.h> // To toggle pin state:

#include <string.h> // - change GPIOWRITE with GPIOTOGGLE

#include <stdlib.h> // - gp value will be ignored

#include <err.h>
#include <unistd.h>
int main(int argc, char* argv[]) {
int i, value, devfd = 0; ]
gpio_req req; see the doc gpio(4)
memset(&req, O, (req));
req.gp_pin = 17;
req.gp_value = 1; // 1 on, O off
char dev[] = "/dev/gpio0";

((devfd = open(dev, 0 RDWR)) == -1) { err(EXIT FAILURE, "%s", dev); exit(l); }
(ioctl(devfd, GPIOWRITE, &req) == -1) { err(EXIT FAILURE, "GPIOWRITE"); exit(l); }
close(devfd);
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https://man.netbsd.org/NetBSD-10.0/gpio.4

Read a pin state in C

1

#include <stdio.h> // See $> man 4 gpio
#include <fcntl.h> // This file is named "c-read-pin-state.c", compile it with:
#include <sys/ioctl.h> // $> gcc c-read-pin-state.c -0 c-read-pin-state

#include <sys/gpio.h>
#include <string.h>
#include <stdlib.h>
#include <err.h>
#include <unistd.h>
int main(int argc, char* argv[]) {
int i, value, devfd = 0;
gpio req req;

memset (&req, O, (req));
req.gp pin = 27,
char dev[] = "/dev/gpio0";
((devfd = open(dev, 0 RDWR)) == -1) { err(EXIT FAILURE, "%s", dev); exit(1l); }
(ioctl(devfd, GPIOREAD, &req) == -1) { err(EXIT FAILURE, "GPIOREAD"); exit(1l); }
close(devfd);

printf("%sd\n", req.gp value);

|~
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How fast are we in C ?

. let’'s toggle 1 milion times the state of a pin

// file named: "c-toggle-speed-test.c", variation on "write-pin-state"

((devfd = open(dev, 0 RDWR)) == -1) { err(EXIT FAILURE, "%s", dev); exit(1l); }
(i =0; i <= 1e6; i++) {
(ioctl(devfd, GPIOTOGGLE, &req) == -1) { err(EXIT FAILURE, "GPIOTOGGLE"); exit(1l); }
}
close(devfd);

$> time ./c-toggle-speed-test
3.10sreal 0.04s user 3.03s system
=>1e6/3.10 = 322580.64 => ~ 320_000 toggles/sec
=> 160 kHz square wave, period 6.25 us
. Looping for more iterations, 1e7 is enough, we observe:
=>The load on top at WCPU column is 98% ! Reading ? The same.
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From switches to square waves

: PeRiop[ses]  pury cyes ] FRequency [ HZ)= f;lﬁag
' | [a] Square wave, duty-cycle 50%
- e [b] PWM. Width modulation.
] EE s change the duty-cycle, e.q.

_ | dimming lights, DC motors speed,
o ' m.-l Sev gov. I_ Aoer. servo motor angle ...
| [c] Frequency modulation. e.qg.
il sound, La (A) - 440 Hz .
CD —I_I—l_l—l_ J_“-m-m-ﬂﬂ- - m— —J_ [d] Sparse pulses. e.qg. Lovato
Sais power meter in SO, 1 pulse of 20ms
4) H ”_ ” e per each 0.01kWh consumed.
[e] Digital communication e.qg.

0) Hi” .......... H serial line, 12C ...
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Status

. We can read/write a pin status with gpioctl => simple, but slow
. We can read/write a pin status with ioctl => fast, resource intensive

. RPi3B+ has PWM hardware (no driver) => bit-banging (write fast, ioctl)
. RPI3B+ has interrupt support (no driver?) => polling (read fast, ioctl)

---- Possible mitigations [NetBSD specific] ----

. gpiopwm(4). Provide PWM on a GPIO pin (min pulse 1 tick: 10ms, max freq. 50 Hz)
. gpioirg (4). Provide IRQ support on a GPIO pin

Dr.Nicola Mingotti - EuroBSDCon Sep.2024


https://www.raspberrypi.com/documentation/computers/raspberry-pi.html#alternative-functions
https://mail-index.netbsd.org/port-arm/2024/08/24/msg008879.html
https://www.raspberrypi.com/documentation/computers/raspberry-pi.html#interrupts
https://man.netbsd.org/NetBSD-10.0/gpiopwm.4
https://man.netbsd.org/NetBSD-10.0/gpioirq.4

BEEEE hi bl B

Objective-1. learn to use the gpiopwm driver (avoid bit-banging)
Objective-2. learn to use the gpioirq driver ( avoid polling )

Application-1. blinky: intermittent LED via gpiopwm
Application-2. read a push button with gpioirq (visible bouncing)
Application-3. read a sparse pulse in loopback with gpioirg
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. HARDER. need to compile the kernel to have this driver
. change the GENERIC kernel configuration file as

----- GENERIC --------------- [ i call the new file EBCON24-1]
gpio* at gpiobus?
gpiopwm?* at gpio? # === add this line

. cross-compile the kernel image and put it in the RPi3B+
. reboot and check you booted with the right kernel

$> uname -a

NetBSD pulce4 10.0 NetBSD 10.0 (EBCON24-1) ....
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gpiopwm application.1 - blinky

. configure the 17 pin as a PWM, same circuit as circuit.1 -
---- /etc/gpio.conf --------

gpio0 17 set out # see gpiopwm(4)

gpio0 attach gpiopwm 171  # 1 - we attach only gpio.17

PIN-9
GNB
)

2in-11
Gpio- 1% (n.3Vv)

‘ ‘__\fmnﬂ— 2 j

22e LE\;K- ANODE (+4)
lorG- L‘q,

. The gpiopwm ON and OFF times are expressed in term of system ticks

. See your tick frequency with $> sysctl kern.clockrate =>
=> 1 tick = 10ms => to make an HIGH + LOW state we need
at least 2 ticks => 20ms. Then the minium
perdiod is 20ms and the max highest frequency is 50 Hz.
. We set our blinking LED to be 500ms ON and 500ms OFF:
$> doas sysctl -w hw.gpiopwm0.o0n=50
$> doas sysctl -w hw.gpiopwmO.off=50

Video here
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https://www.youtube.com/shorts/Bhwv0tpb9iE

gpioirq ‘ (alternative to polling)

. gpioirg module is included in the default kernel, just load it at boot
----- /etc/rc.conf ------m-mmmo-
modules=YES

------ /etc/modules.conf ----

gpioirq

. reboot and check you have the module loaded

$> modstat | grep gpioirq

gpioirgq driver filesys - 0 -gpio

. What gpioirqg finds must be red from /dev/gpioirq0, 3 bytes per event
. bytes: [device unit, pin numbert, state of the pin]

[1] For GPIOZ7’ pIn number” means 27. Dr.Nicola Mingotti - EuroBSDCon Sep.2024
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#include <stdio.h> // this file is called: c-read-gpioirq.c
#include <stdlib.h> // compile with
#include <unistd.h> // $> gcc c-read-gpioirq.c -o c-read-gpioirq
#include <err.h>
#include <fcntl.h>
int main() {
int devfd;
char dev[] = "/dev/gpioirq0";
char buffer[3];
printf(“start reading : \n");
((devfd = open(dev, 0 RDONLY)) == -1) { err(EXIT FAILURE, "%s", dev); exit(l); }
(1) {
read(devfd, &buffer, 3);
printf("%sx, %x, %x \n", buffer[0], buffer[1l], buffer[2]);
}
close(devfd);

}

$> ./c-read-gpioirg
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gpioirg application.1 - push button

. Circuit as circuit.2, change the switch with a push button

PiN-1 =12
TV ~ GLia-27

220 JSL SwiTed
(No suoRT)

. tell the system that gpio27 is an input pin controlled by gpioirg

------ /etc/gpio.conf -------- # see gpioirg(4)
gpio0 27 set in pd # first Ox01 — only gpio27 controlled

gpio0 attach gpioirg 27 0x01 0x01 # second 0x01 — catch rising edges

. reboot & read gpioirq0 Video here
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https://man.netbsd.org/NetBSD-10.0/gpioirq.4
https://youtu.be/q4d49v58bZA?si=NGxq-nk_B78WuyZx

Glataleatclala e iTe AR teTe e 0T

. We connect now an output pin to an input pin
------ /etc/gpio.conf ------

gpio0 17 set out

gpio0 170

gpio0 27 set in pd

gpio0 attach gpioirg 27 0x01 0x01

. reboot

(*) the resistor is not really necessary in
this circuit because GPIO input pins
have high impedance.

. read /dev/gpioirg0 in a terminal and toggle the
state of gpio.17 with gpioctl from another

terminal. _
Video here

P\

\\\\\\
5.

- e e o

-
.......
------
......
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https://youtube.com/shorts/5_DEDa6e6P0?si=djh9zW-oKFVcin7_

Exercises

Exercise.1. Redo blinky using gpioctl in a shell script. Change the blinking frequency. Verify that attempts
to sleep for less then 10ms are ignored.

Exercise.2. Dim an LED brightness in progressive steps, as illustrated here.

Exercise.3. (HAL.2001) Make an LED light dim in ramp increasing and then decreasing, as illustrated here.
Exercise.4. (toggle the daemon). When the service ntpd [*] (or other of your choice) is ON an LED must
be ON. Toggling a switch must toggle the state of ntpd. Read the state of the switch every 1 second.
RATIO: ntpd produces a lot of annoying messages on the console when you boot and login without a
working network, it might be practical to disable it with a physical switch.

SUGGESTIONS.

1. To dim LED Use a PWM of frequency 4kHz, this will avoid flickering

1.1 You can't use gpiopwm for 4 kHz since its maximum frequency is 50 Hz

1.2 You can't use nanosleep(3) in NetBSD to sleep for more than 10ms, loose time in another way, e.g. an
empty loop.
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https://man.netbsd.org/NetBSD-10.0/sleep.1
https://youtu.be/Bu7qclZuvtM
https://youtube.com/shorts/5cyMgG_ojZg
https://man.netbsd.org/NetBSD-10.0/ntpd.8
https://man.netbsd.org/NetBSD-10.0/nanosleep.2

* At this point you know quite a bit about GPIO

* Limitless applications adding very few extra components

Xﬁ YOU DID IT ¥
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Objective-1. Use built knowledge to make something real,
here it is a wind-speed logger

Objective-2. Show the steps needed to build a working
and usable embedded system prototype
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* Ilearnt GPIO in NetBSD to build this —

* Wind-speed logger specs

measures wind speed every 2s
computes Tmin and 5min averages
saves data to a local db every 5 minutes
data accessible via HTTP

accessible in the local LAN or via VPN

powered via POE
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* The sensor available is this -

* The manufacturer lets us know that
for each 360° turn the sensor
will produce 20 pulses in output.

* The manufacturer tells us that
20 pulses per second =>
wind speed 1.75 m/s. Nothing more.
Implied linearity

* We just need to count pulses,
we saw how to do it, for example

with gpioirq A) ” H H H H
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* Test on the breadboard

* problem. electronics interfacing
. this sensor can run at 5V not at 3V
. it can't communicate directly with
RPi3B+, need to build a little circuit.
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* Once you are happy with the circuit
you must make it resistant, maybe a
hat for the RPI, if the circuit fits.

* My preference in prototyping goes to
solderable breadboard

* Extremely practical for RPi is this
Adafruit PermaProto HAT Mini.
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https://www.amazon.de/-/en/Adafruit-Perma-Proto-Mini-Kit/dp/B01G3R7ONY/ref=sr_1_1?crid=11YL8X4OXJTIF&dib=eyJ2IjoiMSJ9.sejpYlPWrGDSSFS5w0xAfkUBeDqWFCtsA7258ItozFgl5k0lGIX_RRb10FQNIXC4ueIMyocv-z5Sj9ocTOxSgJEqKOVgbst7_YHDb5XmqUk.h4s8f1RxKgcklg3J-wRlkKPAL3MBg21-MPGGHqJKHNM&dib_tag=se&keywords=adafruit+perma+proto+hat+mini&qid=1724506957&sprefix=adafruit+perma+proto+hat+mini%2Caps%2C183&sr=8-1

Pl e

 Itis not easy to find a proper case,

I landed on this one (Zkeesho

. You may need to do
some adjustment to the
case, see the spacers on
the top.

. Keep in your lab a
selection of M2 and M3
screws and spacers.
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https://www.amazon.it/dp/B07CNCK1L9?ref_=pe_24968671_487309461_302_E_DDE_di_1
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* I adapted a common industrial case
for outdoor circuits.

* Added holes for ventilation.

« 3D printed gable vents to block rain
from entering.
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° Services
cron : general orchestration
dhcpdcd : get address in the local LAN
ntpd : keeps time updated
mdnsd : reachable locally as pf-wind.local
postgresql / sqlite : data is saved every 5 minutes in the local DB (cron)
wireguard : reachable in a VPN of mine (run & check by cron)

windspeed-service.rb : Program that collects data from gpioirq
and makes it available via HTTP (run & check by cron)

* User interface to the logger
$> curl http://pf-wind.local:8080/windspeed-json
{"avg-speed-m/s-2-sec":0.61,"avg-speed-m/s-1-min":1.61,"avg-speed-m/s-5-min":1.38,"n.pulses-
in-2-seconds":14,"loops-per-second":0.35}
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Subject-1. Where to learn more ?

Subject-2. Why BSD ? why NetBSD ?
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Where to learn more ?

Best book I have red on the subject —»

BEAGLESSE

Try in Linux on the BeagleBone then
“export” your knowledge to pt
*BSD, and any SBC you like. I

* NetBSD man pages and guide
* NetBSD ARM mailing list

* If you are very new you might start
asking in Reddit or other social.
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I built quite a few of these machines, mostly loggers, usually I use BeagleBone Black with
Debian or RPi* with Raspian.

One day, recently, /sys/class/gpio suddenly was removed from Linux. This annoyed me
quite a bit. I decided then to try something alternative, that changes in a less astonishing
way. (POLA principle)

I am familiar with OpenBSD and FreeBSD. I like the BSD style, I love their documentation
approach.

I needed interrupt on GPIO, I found gpioirqg in NetBSD so I chose it.

The thing that surprised me most about NetBSD is that one is encouraged to change the
system. In particular, NetBSD makes it quite easy to cross compile. For the first time I cross
compiled for ARM under a x86. It was like going back to the early years of Linux, where
things where less complex and compiling the kernel was a must. A refreshing return to
simplicity.
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The end
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